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                                                 Предисловие

     Предлагаемые методические указания  предназначены для студентов III курса, обучающихся по специальностям «Комплексное обеспечение информационной безопасности автоматизированных систем» и «Компьютерная безопасность» (ИУ8). Все тексты указаний  взяты из оригинальной литературы. Тексты сокращены, но не адаптированы, степень их трудности соответствует степени трудности экзаменационных текстов. 

     Целью методических указаний является развитие навыков перевода оригинальной научно-технической литературы, умений анализировать текст, извлекать полезную информацию и обобщать ее; а также развитие навыков устной речи для общения на английском языке по специальности.

     Методические указания содержат 3 модуля, в каждый из которых входят основной текст (А), предназначенный для самостоятельной работы студентов и предполагающий изучающее чтение, и дополнительные тексты (B, C, D), предназначенные для ознакомительного и просмотрового чтения. Перед каждым текстом  помещен активный словарь, в котором даны специальные термины и общеупотребительная лексика, необходимая для понимания текстов.

     После текстов для чтения и перевода даны упражнения, направленные на усвоение активной лексики и закрепление грамматических конструкций, на повторение материала, вызывающего наибольшие трудности на экзамене.

     Кроме упражнений на повторение и активизацию навыков устной речи, студентам предложены вопросы к тексту – это финальная стадия, подводящая к монологическому высказыванию. Завершающая стадия работы над материалом – устное изложение основных положений текста.

     Содержание пособия позволяет студентам охватить широкий спектр информации по своей специальности, усовершенствовать навыки и умения в области английского языка.

                                       UNIT 1

Task 1. Read and translate the text using Essential Vocabulary:
                       Text 1А.  What is Information Security?
Essential Vocabulary

ad infinitum adv – до бесконечности
adverse adj – неблагоприятный
asset n – актив, имущество, ресурс

attachment n - приложение

bereft adj – лишенный, утративший

cope v – справиться, выдержать

destruction n – разрушение, уничтожение
dire adj – страшный, ужасный

disaster n – бедствие, катастрофа

disclosure n – обнаружение, раскрытие, разглашение
disruption n – нарушение, сбой
host n – масса, множество

invade v – вторгаться, захватывать

mitigate v – уменьшать, сдерживать

pace n – скорость, темп

patch v – восстанавливать, исправлять

proprietary adj – частный, составляющий чью-либо собственность

prosecution n – судебное преследование, обвинение

secure v – защищать, охранять

theft n – воровство, кража
ubiquitous adj – вездесущий, повсеместный
     Information security is a concept that becomes ever more enmeshed in many aspects of our society, largely as a result of our nearly ubiquitous adoption of computing technology. In our everyday lives, many of us work with computers for our employers, play on computers at home, go to school online, buy goods from merchants on the Internet, take our laptops to the coffee shop and check our e-mail, carry our smartphones on our hips and use them to check our bank balances, track our exercise with sensors in our shoes, and so on, ad infinitum.

     Although this technology enables us to be more productive and allows us to access a host of information with only a click of the mouse, it also carries with it a host of security issues. If the information on the systems used by our employers or our banks becomes exposed to an attacker, the consequences can be dire indeed. We could suddenly find ourselves bereft of funds, as the contents of our bank account are transferred to a bank in another country in the middle of the night. Our employer could lose millions of dollars, face legal prosecution, and suffer damage to its reputation because of a system configuration issue allowing an attacker to gain access to a database containing personally identifiable information (PII) or proprietary information. We see such issues appear in the media with disturbing regularity.

     If we look back 30 years, such issues related to computer systems were nearly nonexistent, largely due to the low level of technology and the few people who were using what was in place. Although technology changes at an increasingly rapid rate, and specific implementations arise on a seemingly daily basis, much of the theory that discusses how we go about keeping ourselves secure changes at a much slower pace and does not always keep up with the changes to our technology. If we can gain a good understanding of the basics of information security, we are on a strong footing to cope with changes as they come along.

What is security?

     Information security is defined as “protecting information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction”.  In essence, it means we want to protect our data and our systems from those who would seek to misuse it.
     In a general sense, security means protecting our assets. This may mean protecting them from attackers invading our networks, natural disasters, adverse environmental conditions, power failures, theft or vandalism, or other undesirable states. Ultimately, we will attempt to secure ourselves against the most likely forms of attack, to the best extent we reasonably can.

When Are We Secure?

     Defining the exact point at which we can be considered secure presents a bit of a challenge. Defining when we are insecure is a much easier task, and we can quickly list a number of items that would put us in this state:

· Not patching our systems

· Using weak passwords such as “password” or “1234”

· Downloading programs from the Internet

· Opening e-mail attachments from unknown senders

· Using wireless networks without encryption.

     We could go on for some time creating such a list. The good thing is that once we are able to point out the areas in an environment that can cause it to be insecure; we can take steps to mitigate these issues. Although we may never get to a state that we can definitively call “secure,” we can take steps in the right direction.

Task 2. Translate the following derivative groups:

secure, security, insecure;

protect, protection, protected, unprotected;

compute, computer, computing;

attack, attacker;

exist, existence, existing, nonexistent;

implement, implementation;

understand, understandable, understanding, misunderstanding;

use, usable, useful, useless, misuse;

environment, environmental;

desire, desired, desirable, undesirable.

Task 3. Translate the following word combinations:

     A host of information; a host of security issues; and so on, ad infinitum; in essence; in a general sense; a database containing proprietary information; due to the low level of technology; adverse environmental conditions; at an increasingly rapid rate; at a much slower pace; a much easier task; unauthorized access; natural disasters; the basics of information security; a number of items.
Task 4.  Answer the questions:

1. Why is information security becoming more and more important at present?

2. Why is it necessary to gain a good understanding of the basics of information security?

3. What is information security?

4. What do we mean by protecting our assets?

5. Is it easy to define the exact point at which we can be considered secure? Why?

Task 5. Translate the following sentences, paying attention to the tense of the verbs:

1. We buy items online, play games over the Internet, send and receive e-mail, surf the Web, use social networking tools such as Twitter and Facebook through a variety of interfaces and devices, and connect to wireless networks, and we do almost all of this in a secure fashion through the use of cryptography.

2. When we have successfully gone through the process of identification, authentication, and authorization, or even while we are still going through the process, we need to keep track of the activities that have taken place.

3. For example, if we will be going on vacation for several weeks and will be leaving behind an empty house for the whole time, the steps we take to ensure some level of security while we are gone will generally map very closely to the operations security process. 

4. Hash functions do not use a key at all but are used to create a theoretically unique fingerprint of the message so that we can tell if the message has been altered from its original form.

5. When conducting monitoring we are typically watching specific items of data we have collected.
6. The last category of protecting data involves securing it while it is being used.

7. The plaintext and ciphertext may also be generically referred to as the message.

Task 6. Translate the following sentences, paying attention to the modal verbs:

1. Identification and authentication can be seen at work all over the world on a daily basis. 

2. The particular type of access control often depends on the environment in which it is to be used.

3. These tools constantly need to be updated if they are to have a chance of being effective.
4. All of these are reasonable solutions, but, depending on the environment in question, may or may not be effective.

5. If we do not take steps to ensure that our important assets are protected from a physical standpoint, we may nullify the rest of our very carefully planned security measures.

6. Physical security should be at the core of all our security planning discussions.

7. We also need to be aware of the areas we cannot physically protect and should limit the data that leaves our protected spaces.

8. It is important to remember when putting security measures in place that we should be implementing security measures that are relative to the value of what we are protecting.

9. We generally cannot, and should not, develop security plans that protect any of these categories of assets: people, equipment, and data, in isolation from the others.

10. When we are planning a new facility, or selecting a new location to which to move, we should be aware of the area in which the facility will be located.

11. Although it may be nice to be able to get network access for free, many people do not understand the security risk that accompanies such a service.

Task 7. Read and translate the text using Essential Vocabulary: 

                               Text 1B.  Adaptive Threats and Defenses

Essential Vocabulary
abuse n – злоупотребление, неправильное использование
counter v – противостоять

counteract v – противодействовать, препятствовать, нейтрализовать

defense n – защита

deviation n - отклонение

emergence n - появление
encounter v – сталкиваться

evolve v – развиваться

exploit v – использовать, разрабатывать

malware n – вредоносное ПО

objective n - цель

penetration n - проникновение

predominately adv – особенно, преимущественно

prevent from v -  предотвращать, препятствовать    

pursue v – предпринимать, проводить

realm n – сфера, область

retain v - сохранять

rival n – конкурент, противник

seek (sought – sought) v – искать, пытаться, стремиться

slight adj – незначительный

spyware n – шпионское ПО

survive v – выживать, сохранять работоспособность

threat n – опасность, угроза

vulnerability n – уязвимость
     The survival of living organisms is often dependent on their ability to compensate for changes in their environment. The ability of an organism to compensate for changes encountered is referred to as adaptation. Predominately, the methods of adaptation involve changes in the organism's behavior, physical characteristics, or both. Some creatures are able to learn new skills or tricks that allow them to cope when changes occur. In other cases an organism might undergo a genetic mutation that provides it with a slight advantage over its rivals allowing it to survive better the changed conditions. Adaptation can also occur with the combination of altered behaviors and new mutations. The ability to adapt is also exhibited in the cyber realm by threats and defenses.

     Threats and defenses have evolved over the years. The emergence of the first forms of malware and hacker tools was followed by defensive tools and techniques. As new methods of attack are pursued defensive measures arise to counter the threat. This constant struggle between attackers and defenders is sometimes referred to as an ongoing arms race. The goals of attackers and defenders are equally opposed to each other. Attackers seek to exploit a system while the defenders attempt to prevent compromises. The objectives for each of these competitors could be summarized with the following: 

	Threat Objectives
	Defense Objectives

	Discover new weaknesses
	Counteract known threats

	Exploit new and old vulnerabilities
	Detect deviations from normal activity

	Hide presence
	Identify abuse of the system

	Retain a foothold in compromised systems
	Mitigate known vulnerabilities


     Over time the objectives of threats and defenses have not changed much. However, the methods used to achieve their objectives have substantially evolved. In the early days, threats were single purpose and could be generally categorized according to its attack vector. Initially, the taxonomy of malware was predominately marked by viruses, worms, backdoors, keystroke loggers, and Trojan horses. Human threats included hackers, crackers, and social engineers. Adaptations soon appeared with the emergence of malware such as spyware and remote-access Trojans. Similarly, the human threat evolved with the new uses of spam and phishing techniques. More recently threats and defenses began to exhibit adaptability by using techniques from different categories. The use of multiple categories is regarded as a compound threat or defense. 

     Attackers quickly learned that combining attack vectors enabled deeper penetration and more automation. Malware authors began to incorporate a variety of attack methods into their code. Instead of a worm simply infecting one system after another through a single exploit, it would drop packages enabling further compromise of the system. Bots, for example, are a recent evolutionary step in malware that are perhaps the most troubling. They automate much of the manual activity previously accomplished with hacker tools. 

     To a lesser extent compound defenses have emerged. Many security products now incorporate multiple defensive measures such as antivirus, anti-spyware, phishing filters, spam blockers and firewalls. These efforts appear to be more about consolidation and rivalry between the products of security vendors as opposed to focused efforts to compete against malicious code. The impact of compound defenses seems much less substantial than the effect of compound attacks. 

Task 8. Translate the following word combinations:

     To provide with a slight advantage over the rivals; in other cases; the emergence of the first forms of malware and hacker tools; defensive tools and techniques; an ongoing arms race; the objectives of threats and defenses; to a lesser extent; similarly.

Task 9. Find in the text a word that has the same or a similar meaning to the following:

     Capability, happen, benefit, develop, aim, misuse, instrument, appearance, field, influence. 

Task 10.  Answer the questions:

1. What does the survival of living organisms often depend on?

2. What do methods of adaptation involve?

3. What are the goals of attackers/defenders?

4. Have the objectives of threats and defenses changed much over the years?

5. How did threats evolve over the time?

6. Can you explain the difference between a threat and vulnerability?

Task 11. Translate the following sentences, paying attention to the infinitives:

1. The information provided in this book can be used to develop a better understanding of how we protect our information assets and defend against attacks, as well as how to apply these concepts practically. 

2. In order to mitigate risk, we use three main types of controls: physical, logical, and administrative.

3. Such data is used to make decisions that can impact our lives for better or worse.

4. New techniques and products are emerging to make it easier for technical staff to identify rootkits on compromised machines.

5. Finally, before recovery can be considered complete, a vulnerability scan of the compromised system should be performed to verify that no unpatched vulnerabilities exist. 

6. In most cases it is far better to make a backup of virtually everything on the compromised system's hard drive as soon as possible.

7. In order for two Enigma machines to communicate, they needed to be configured identically.

8. The information security community in general and security vendors in particular have been slow to react to rootkit-related risks. 

9. The ultimate goal in performing assessments of either type is to find and fix vulnerabilities before any attackers do. 

10. The goal is to place enough defensive measures between our truly important assets and the attacker so that we will both notice that an attack is in progress and also buy ourselves enough time to take more active measures to prevent the attack from succeeding.

11. No matter how busy people are, they are never too busy to stop and talk about how busy they are.

12. If we have obvious security measures in place that are visible to those who might want to violate our security, such as guards, dogs, well-lit areas, fences, and other similar measures, our would-be criminal might decide we are too difficult a target to be worth the effort.

Task 12. Read and translate the text: 

                    Text 1C.  Has the end of Antivirus arrived?

Essential Vocabulary

approach n – подход, метод

compromise v – подвергать опасности

escape v – избегать, избавляться

flaw n – недостаток, дефект

guard v – защищать, предохранять

lag behind v – запаздывать, отставать

merely adv – только, просто
refine v – улучшать, усовершенствовать

resolve v – решать

safe adj –  безопасный, защищенный

spot v – установить, определить

suite n – комплект, набор

suspicious adj - подозрительный
vendor n – производитель, поставщик
     Vendors are claiming that the end of antivirus is upon us. Antivirus scans have proven to be very ineffective but are the traditional way of identifying new viruses, with many of the most popular antivirus programs detecting 50-70% of the viruses and only 2% of viruses are detected by all antivirus scan types. This leaves everyone in a very vulnerable position. Others say it is far too early to write off antivirus software altogether as although antivirus may not be the perfect solution it is all we have to rely on presently, new defenses are only at the start up stage of evolution.

          It is no secret that antivirus is very ineffective when it comes to detecting malware. Some may work slightly better than others however none are perfect. The problem we face is the speed at which malware is being developed. The previous malware being developed as a joke or to impress others is no longer the case; the development of malware is now pursued by established, professional and purposeful entities and has grown as crime-ware. The malware our antivirus is now up against is refined and intentionally coded to escape detection from the various antivirus suites available.

     Most antivirus systems will detect common malware threats however they are powerless at detecting the new targeted malware which is increasingly found in business networks today. Antivirus is a reactive technology meaning the virus first needs to be studied to identify its ‘signature’ before a program can be developed to remove it. This ‘reactive’ process is part of the problem as it can take from a couple of hours to many years to resolve, leaving a gap for excessive damage to occur.

     Many businesses still view antivirus as an essential layer in their security but are looking to invest in other technologies to strengthen their security and meet today’s threats.

Antivirus still has an important role to play, guarding against common threats however businesses need to ensure that they have a multi-layered approach to information security as there isn’t a single technology offering complete protection against targeted attacks.

With new virus strains growing exponentially, from under 10 million to 49 million in 10 years, and the incapability for antivirus to keep up other options must be explored.

With the advance of computing into the world of mobility malicious apps are now compromising our mobile devices too. The ‘Baddies’ are continuing to get better at what they do whereas antivirus is lagging behind. We desperately require an all-inclusive solution.

Antivirus used alone merely offers us an illusion of security. 

     What alternatives do we have? A variety of technologies are being developed to improve antivirus security and companies are becoming creative when it comes to developing new forms of security. Some of the routes being explored include the following:
· Behaviour-based blocking looks at file characteristics, including the time of development and the locations where it’s been installed, before allowing it to run. 75% of the malware is detected through alternate technologies such as these.

· Building defenses into programs such as browsers that block software flaws which would potentially be exploited by malware;

· Instead of blocking the ‘bad’, as antivirus and perimeter firewalls are meant to do, another technology monitors access to servers, databases and files looking for suspicious activity;

· Whitelisting is an approach that only allows traffic through that the system knows is safe, not allowing unknown files to run on the machine;

· Investigating the source of attack, the threat source, enabling issuing of early warning signs so that businesses are prepared for the potential threat;

· Web crawlers that search web pages to find executables that are malware. Once identified a warning can be issued or the malware blocked;

· Monitoring and spotting unusual behaviour and clean up after attack seems to be the alternate approach in the future;

· Isolating business apps in a virtual environment, inspecting it for suspicious activity, before taking an informed decision whether to let the traffic through or not.

Task 13. Translate the following word combinations:

     The start up stage of evolution; common malware threats; to escape detection;

it can take a couple of hours; a multi-layered approach to information security; complete protection against targeted attacks; an all-inclusive solution; software flaws; to look for suspicious activity; the threat source.

Task 14.  Answer the questions:

1. Why are some vendors claiming that the end of antivirus is upon us?

2. What is the main disadvantage of most antivirus systems?

3. Why is antivirus called a reactive technology?

4. What is the main goal of antivirus systems?

5. What alternative solutions are being developed to improve antivirus security?

Task 15. Translate the following sentences, paying attention to the infinitive constructions:

1. In essence, administrative controls set out the rules for how we expect the users of our environment to behave.

2. Particularly after the terrorist attacks of 9/11 in the United States, we have seen the level of security at airports increase, much of it oriented in the direction of access controls.

3. Most experts expect anomaly-based detection to become more widespread in IDSs.
4. If you expect the data entered into your machine today to be there in a few weeks, and to remain unread by anyone, then the machine is secure.
5. It’s no wonder that most organizations consider insiders to be a much greater threat to IP than outside hackers or malware.
6. The term bug being used to indicate a problem in a computer system originated in September 1947. In this case, a system being tested was found to have a moth shorting two connections together and causing the system to malfunction. When the moth was removed, the system was described as having been debugged.

7. The Caesar cipher is a classic example of ancient cryptography and is said to have been used by Julius Caesar.

8. Intrusion prevention is known to be a promising prophylactic measure.

9. Firewalls are also considered to provide some measure of proactive defense against rootkit installation.

10. Rootkits are expected to become even more complex over time.
11. Among the clues that are likely to be available are subtle changes in the system. 

12. Unexplained changes in systems are sure to be excellent potential indicators of the presence of rootkits.

13. Discovering all the changes and software replacements is likely to be an almost impossible task.
14. Browser attacks are very common and are likely to succeed against systems that have not been hardened against them specifically. 

15. The problem is unlikely to be solved any time soon.
16. Malware seems to appear whenever a large enough number of users share a computing platform.
17. Such breaches seem to happen with disturbing regularity, and we can generally find a current example of one through a brief search of the news media.
Task 16. Read and translate the text: 

            Text 1D.  New Trends in Risk Management

Essential Vocabulary 

breach n – брешь, повреждение, нарушение

dumb terminal – неинтеллектуальный терминал, терминал ввода-вывода
loyalty n – соблюдение законов, верность, преданность

match v – соответствовать, приводить в соответствие, сопоставлять

safeguard n – охрана, защита, гарантия

tightly adv – строго, плотно, крепко, сильно
worth adj – стоящий
     Risk management is a process used hundreds of times every day. From deciding whether to cross the street to deciding to take a shortcut home to avoid traffic to deciding to purchase health insurance or change jobs, each decision is based on principle of risk management.

     Risk management has reached a new level of importance in the information age. The growth of networked information systems and distributed computing has created a potentially dangerous environment. From trade secrets to proprietary information to troop movements to sensitive medical records and financial transactions, critically important data flows through these systems.

     Our society depends on fast, accurate transmission of information. Everything from e-mail, stock quotes, credit ratings, bank balances, and travel arrangements, even the weather, is tracked by computer systems. The availability of all this information and the ease of intercepting it has created an environment in which hackers are glorified as harmless “whiz kids”, even though the damage they do to a computer system may take weeks to undo. 

     Another problem in this new information society is the lessening of loyalty of employees to their organizations. Both federal and state governments have also been pushed to reduce their budgets and to do more work with fewer employees. The old days of having a job for life, where the company looked out for its employees and protected them, are over. The resulting lowering of morale contributes to a risky business environment in which the goals of the individual may no longer match the goals of the organization.

     Risk assessment began as a process applied to large mainframes and data centers, which were in stand-alone, tightly controlled environments. However, as personal computers replaced dumb terminals on every desktop, and as these personal computers are increasingly linked to the Internet, computer security problems multiply. Hardware solutions, such as installing firewalls or automating audit logs, are sometimes difficult to justify to senior management and, where installed, do not always prevent security breaches. The interest in risk management as an effective method of analyzing these complex systems has increased dramatically over the last 12 months and serves two purposes: to identify existing weaknesses in the systems and to justify and prioritize the cost of additional safeguards.

     What is risk assessment?

     Risk assessment is a method of determining what kinds of control are needed to protect an organization’s information systems and resources not just adequately but cost effectively. 

     The risk assessment process examines a set of five variables:

1. What is the security professional trying to protect, how much is it worth, and how much depends on it?

2. What could potentially threaten the asset?

3. What weakness exists that would allow the threat to materialize?

4. If the threat occurs, what kind of loss could the company have?

5. What controls can the security professional put into place that would reduce the organization’s loss if a threat occurred or eliminate the threat altogether?

The risk assessment process includes gathering information about assets, finding resources for threat data, doing a survey to find the vulnerabilities, and then matching the information to see what combination of asset/threat/vulnerability could trigger a loss, and then deciding what safeguards might be put in place to reduce or eliminate the potential loss.

Task 17. Translate the following word combinations:

     Risk management; risk assessment; the growth of networked information systems and distributed computing; a potentially dangerous environment; stand-alone, tightly controlled environments; fast, accurate transmission of information; dumb terminals on every desktop; computer security problems; to prevent security breaches; cost effectively; gathering information about assets; to reduce or eliminate the potential loss.

Task 18.  Answer the questions:

1. What is risk management?

2. Has risk management reached a new level of importance in the information age? Why?

3. What are the two purposes of risk management?

4. What does the risk assessment process examine?

5. What does the risk assessment process include?

Task 19. Translate the following sentences, paying attention to the functions of It, One, That:

1. There is a well-known quote that says, “The only truly secure system is one that is powered off, cast in a block of concrete and sealed in a lead-lined room with armed guards—and even then I have my doubts”.

2. One very common example of an identification and authentication transaction can be found in the use of payment cards that require a personal identification number (PIN).

3. Some of the identification and authentication methods that we use in daily life are particularly fragile and depend largely on the honesty and diligence of those involved in the transaction.

4. The widespread use of static passwords in authentication constitutes a serious vulnerability, one that attackers and malicious code often exploit to install rootkits in systems.
5. I have always hesitated to give advice, for how can one advise another how to act unless one knows that other as well as one knows oneself?

6. One of the most crucial factors to realize when we are working with identification is that an unsubstantiated claim of identity is not reliable information on its own.

7. Although this is a weak method of verification, it is a commonly used one.

8. One of the chief weaknesses of symmetric key cryptography lies in the use of one key.

9. Cryptography has existed, in one form or another, for most of recorded history.

10. A threat is something that has the potential to cause us harm.

11. Vulnerabilities are weaknesses that can be used to harm us.

12. One of the large drawbacks to this method is that many signature-based systems rely solely on their signature database in order to detect attacks.

                                            UNIT 2

 Task 1. Read and translate the text using Essential Vocabulary:   
              Text 2A.  Rootkits: The Ultimate Malware Threat

Essential Vocabulary

accomplish v – выполнять, совершать

comprise v – включать, содержать

crude adj – грубый

evidence n – признак, свидетельство, доказательство

forefront n – передний план, важнейшее место

malware n – вредоносное ПО

proficient adj – умелый, искусный

subvert v – разрушать, подрывать

superficially adv - внешне

threat n –  опасность, угроза

ultimate adj – основной

vulnerability n – уязвимость
     Information security professionals are constantly concerned about a wide variety of security-related threats. Some of these threats pose considerably higher levels of risk than others and thus require more resources to counter. Furthermore, risks and their potential impact change over time. Fifteen years ago, for example, risks resulting from the activity of external attackers were one of the most serious. Attackers often launched brute force password guessing attacks, or if they were more sophisticated, password cracking attacks using dictionary-based password cracking tools that are by today's standards rather crude. Fifteen years ago, damage and disruption due to virus and worm infections also comprised one of the most serious types of security risks. Things have changed considerably since then; certain types of malicious code ("malware") other than viruses and worms have moved to the forefront of risks that organizations currently face. Rootkits in particular now represent what might safely be called the ultimate malware threat. 

     What exactly is a rootkit? The term "rootkit" refers to a type of Trojan horse program that if installed on a victim system changes systems' operating system software such that: 1) evidence of attackers' activities (including any changes to the systems that have been made in installing the rootkit) is hidden and 2) attackers can gain remote backdoor access to the systems at will. Rootkits replace normal programs and system libraries that are part of the operating system on victim machines with versions that superficially appear to be normal, but that in reality subvert the security of the machine and cause malicious functions to be executed. 

     Rootkits almost without exception run with superuser privileges, the full set of system privileges intended only for system administrators and system programmers so that they can readily perform virtually any task at will. In UNIX and Linux, this translates to root-level privileges; in Windows, this means Administrator- and SYSTEM-level privileges. Without superuser privileges, rootkits would not be very effective in accomplishing the malicious functions they support. It is important to realize, however, that attackers need to gain superuser-level access before installing and running rootkits. Rootkits are not exploit tools that raise the privilege level of those who install them. Attackers must thus first exploit one or more vulnerabilities independently of the functionality of any rootkit to gain superuser privileges on victim systems if they are going be able to install and run a rootkit on these systems. 

     Additionally, the majority of rootkits are "persistent," whereas others are not. Persistent rootkits stay installed regardless of how many times the systems on which they are installed are booted. Non-persistent rootkits (also called "memory-resident" rootkits) reside only in memory; no file in the compromised system contains their code. They thus remain on a victim system only until the next time the system boots, at which time they are deleted. 

      Information security professionals need to put the problem of rootkits in proper perspective. Rootkits were first discovered in 1994; even at that time they were remarkably proficient in hiding themselves and creating backdoor access mechanisms. Since that time, rootkits have improved immensely to the point that many of them are now almost impossible to detect. Some of them are in reality "all-in-one" malware - a complete arsenal of weapons for attackers. Additionally, many current rootkits capture sensitive information and are capable of being part of gigantic botnets that can create massive damage and disruption. 

Task 2. Translate the following word combinations:

     Information security professionals, security-related threats; brute force password guessing attacks; password cracking attacks; dictionary-based password cracking tools; certain types of malicious code; evidence of attackers’ activities; backdoor access mechanisms.

Task 3. Find in the text English equivalents for the following word combinations:

     Выдвигать на передний план; представлять собой более серьезную опасность; термин обозначает; получить доступ к системе; по своему желанию; за редким исключением; независимо от того сколько раз система загружается;  почти невозможно обнаружить; захватить важную информацию.

Task 4. Make adverbs from the following adjectives and translate them:

     Additional, actual, active, general, constant, current, considerable, exact, extreme, superficial, safe, ready, virtual, independent, remarkable, immense, invariable, original, previous, poor, remote.
Task 5.  Answer the questions:

1. What were the most serious types of security risks in the past?

2. What is a rootkit?

3. What are persistent/non-persistent rootkits?

4. When were rootkits first discovered?

5. Why might rootkits be called the ultimate malware threat?

Task 6.  Insert the prepositions, translate the sentences:

1. Although increased complexity of rootkits has resulted … many advantages for attackers, it has also made installing rootkits considerably more complicated.

2. Many rootkits now consist … many components that need to be compiled and installed.

3. At present information security professionals should not rely … anti-virus and anti-spyware software to detect rootkits.

4. The success of an attack depends … the vulnerability of the system and the effectiveness of existing countermeasures.

5. Attacks can be divided … two main categories.

6. This process of gathering information might lead … active attacks later on.

7. Security in wireless networks differs greatly … security for their wireline counterparts due to the very nature of the physical medium.

8. Controls are divided … three categories: physical, logical, and administrative.

9. Although the term may sound very technical and oriented in the direction of high-security computing facilities, access controls are something we deal … on a daily basis.
Task 7.  Render the text:

     Руткит  - программа или набор программ для скрытия следов присутствия злоумышленника или вредоносной программы в системе. Под этим термином понимается набор утилит или специальный модуль ядра, которые взломщик устанавливает на взломанной им компьютерной системе сразу после получения прав суперпользователя. Руткит позволяет взломщику закрепиться во взломанной системе и скрыть следы своей деятельности путём сокрытия файлов, процессов, а также самого присутствия руткита в системе.

Task 8. Read and translate the text using Essential Vocabulary:   
                                      Text 2B.  How Rootkits Work

 Essential Vocabulary

clue n – ключ

convict v – убедить в чем-либо, признать виновным

omit v – пропускать, не включать

pertain v -  относиться, принадлежать

preclude v – предотвращать, устранять

prevent from v -  предотвращать, препятствовать    

     Rootkits work using two basic types of mechanisms, mechanisms that enable them to avoid detection and ones that set up backdoors. 

Hiding Mechanisms
     Attackers know that discovery of their unauthorized activity on a victim system almost invariably leads to investigations that result in the system being patched or rebuilt, thereby effectively forcing them to "start from scratch" in their efforts to gain unauthorized access to and control a target system, or in a worst case scenario for attackers, giving investigators clues that can be used in identifying and ultimately convicting the attackers of wrongdoing. It is to the attackers' advantage, therefore, to hide all indications of their presence on victim systems. Most rootkits incorporate one or more hiding mechanisms - as a rule, the more sophisticated the rootkit, the more of these mechanisms are part of the rootkit and the more proficient these mechanisms are. 

     The most basic type of hiding mechanism is one in which log data pertaining to an attacker's logins and logouts on the victim system are erased so that when system administrators inspect the system's audit logs, they do not see any entries that report the attacker's having logged in or out or having done anything else on the system. Additionally, many rootkits delete any evidence of processes generated by the attacker and the rootkit itself. When system administrators enter commands or use system utilities that display the processes that are running, the names of processes started in connection with all facets of the attack (including the presence of a rootkit) are omitted from the output. Rootkits may also hide files and directories that the attacker has created in a number of ways, including changing commands used to list directory contents to have them exclude files that the attacker has created, or (as explained in more detail shortly) making changes to the kernel of the operating system itself to cause it to provide false information about the presence and function of certain files and executables. To allow backdoor access by attackers, rootkits almost always open one or more network ports on the victim system. To preclude the possibility of discovering rootkits when system administrators examine open ("listening") ports, many rootkits thus also hide information about certain ports' status. Additionally, some rootkits change what happens when certain executables are invoked by legitimate users (e.g., system administrators) such that malicious executables that superficially appear to work like the original executables are run instead. 

Backdoor Mechanisms
     Rootkits almost without exception also provide attackers with remote backdoor access to compromised systems. One of the most common ways of providing this kind of access is creating encrypted connections such as secure shell (SSH) connections that not only give attackers remote control over compromised systems, but also encrypt information to prevent it from being available for analysis by network-based intrusion detection systems (IDSs) and intrusion prevention systems (IPSs) as well as network monitoring tools. Additionally, SSH implementations used in connection with rootkits require entering a username and password, thereby also helping prevent individuals other than the individual or individuals who installed the rootkit from being able to use the backdoor. 

Task 9. Translate the following word combinations:

     To avoid detection; start from scratch; unauthorized activity; to gain unauthorized access; the most basic type of hiding mechanism; to provide false information; legitimate users; compromised system; in a number of ways; to encrypt information; intrusion detection systems; intrusion prevention systems; network monitoring tools.

Task 10.  Finish the following sentences without looking into the text:

1. Rootkits work using two basic types of …

2. Most rootkits incorporate one or more …

3. As a rule, the more sophisticated the rootkit,

4. The most basic type of hiding mechanism is …

5. Rootkits may also hide files in a number of ways, including … 

6. Rootkits almost without exception also provide …

 Task 11.  Translate the following sentences paying attention to the participles:

1. When discussing information security issues or situations, it is helpful to have a model by which to do so.

2. We will first cover the basic knowledge needed to understand the key concepts of information security, discussing many of the concepts that underpin the security world.

3. In terms of access control systems, it is important to understand that, when dealing with computing environments, the logical and physical are often closely entangled.

4. Discretionary access control (DAC) is a model of access control based on access being determined by the owner of the resource in question. 

5. The Jefferson Disk, invented by Thomas Jefferson in 1795, is a purely mechanical cryptographic machine.

6. We can control the flow of traffic between subnets, allowing or disallowing traffic based on a variety of factors, or even blocking the flow of traffic entirely if necessary.

7. To build defensive measures using this concept, we put in place multiple layers of defense, each giving us an additional layer of protection.

8. Many access control systems are set to deny by default, with the authorized users only being permitted access.

9. Monitoring is largely a reactive activity, with actions taken based on gathered data, typically from logs generated by various devices.

10. History is rich with the use of cryptography, with some of the oldest examples being used by the ancient Greeks and Romans.

11. The device built by Jefferson contained 36 disks, with each disk representing one character in the message.

12. When we segment a network, we divide it into multiple smaller networks, each acting as its own small network called a subnet.

  Task 12. Read and translate the text:   
                         Text 2C.  Types of Rootkits

 Essential Vocabulary

assign n – присваивать, назначать, определять

imply v – значить, подразумевать

innocuous adj – безобидный, безвредный

kernel mode – режим ядра, привилегированный режим

query n – запрос, опрос
     Two fundamental types of rootkits, user-mode rootkits and kernel-mode rootkits, exist. The difference is based on the levels at which they operate and the type of software they change or replace. 
User-mode Rootkits
     User-mode rootkits replace executables and system libraries that system administrators and users use. The secure shell (SSH) program and the C library in Unix and Linux systems are two of the most common targets. For example, if a rootkit has replaced the SSH program, both the last date of modification and file length will be what they were when SSH was originally installed when system administrators enter commands to query for this information. Additionally, most rootkits target only a few executables and system libraries (often only one); the fewer executables and system libraries targeted, the less likely system administrators and users are to notice that something is wrong. 

Kernel-mode Rootkits
     As their name implies, kernel-mode rootkits change components within the kernel of the operating system on the victim machine or sometimes even completely replace the kernel. The kernel is the heart of an operating system; it provides fundamental services (e.g., input and output control) for every part of the operating system. 

How Rootkits and Other Types of Malware Differ
     As stated in the definition, a rootkit is a type of Trojan horse program. The term "Trojan horse program" actually refers to a wide range of hidden malicious programs; rootkits are thus one kind of Trojan program. Rootkits, however, go farther than conventional Trojans in that the latter are designed to go unnoticed, but do not incorporate active mechanisms that prevent them from being noticed. In general, the primary method of hiding Trojan horse programs is assigning an innocuous name, such as "datafile" or "misc," to them. In contrast, rootkits have mechanisms that actively hide their presence from anti-virus and anti-spyware programs, system management utilities, and system and network administrators. Additionally, Trojan programs are generally created within systems that have been compromised; i.e., they do not replace existing programs and files, but are instead new programs that are installed. As mentioned previously, in contrast rootkits actually replace operating system programs and system libraries. 

Task 13. Find in the text a word that has the same or a similar meaning to the following:

     Usual, basic, to alter, goal, initially, to mean, centre, harmless.

Task 14. Translate the following words and phrases:
     Additionally; as their name implies; the fewer … the less; the more sophisticated the rootkit, the more proficient the hiding mechanisms are; as stated in the definition; as mentioned previously; thus; in general; in contrast; whereas; furthermore.

 Task 15.  Answer the questions:

1. What are the two main types of rootkits?

2. What is the difference between these two types based on?

3. What do the user-mode rootkits replace?

4. What are the most common targets?

5. What are the kernel-mode rootkits?

6. What does the term “Trojan horse program” refer to?

7. What is the difference between rootkits and conventional Trojans?

Task 16. Translate the sentences, paying attention to the words in bold:

1. The more haste, the less speed.

2. The broader the knowledge available, the sooner are difficulties explained.

3. The more is known about the system model, the better these parameters may be adjusted.

4. The greater the benefits these systems bring to our well-being and quality of life, the greater the potential for harm when they fail to perform their functions or perform them incorrectly.
5. There is an old adage that goes something like this: “The more you have, the more you can lose”. In the world of computer hard drives, this warning is all too true.

6. The basic theory is that the stronger the password, the longer it might take to crack that password.

7. It’s fair to say that the more people who know a secret, the more likely it is that the secret will become public knowledge.

8. When we are attempting to authenticate a claim of identity, the more factors we use, the more positive our results will be.

9. The longer a threat uses the same behaviour the more likely it is that defenses will detect and deploy countermeasures against it.

10. Logically, the more information assets we identify as being critical, the more involved this step becomes.
Task 17.  Translate the sentences paying attention to the gerund:

1. Applying patches that close vulnerabilities is one of the most important measures in preventing rootkits from being installed.

2. Using one-time passwords is an example of strong authentication method.

3. As stated previously, discovering most rootkits is difficult because so much information about the attacks that led to their being installed is deleted or suppressed; considerable time, effort and technical prowess are thus likely to be necessary.

4. Monitoring network activity is another effective method for detecting rootkits.

5. A relatively new attack vector for installing rootkits is spyware.

6. Strong authentication means using authentication methods that are considerably more difficult to defeat.

7. There is one comforting thought, however - no attacker or rootkit, no matter how proficient, is capable of hiding all information about an attack, including the presence of a rootkit that has been installed.

8. Prophylactic measures are measures that prevent rootkits from being installed, even if an attacker has superuser privileges. 
9. Nonrepudiation refers to a situation in which sufficient evidence exists as to prevent an individual from successfully denying that he or she has made a statement, or taken an action. 

10. Information was hidden by a wide variety of codes, by tattooing them on the shaved heads of messengers and then allowing the hair to grow, and by a multitude of other methods.

Task 18. Read and translate the text:   
            Text 2D.   Rootkits and Security-related Risk

Essential Vocabulary

cure n - средство

deed n - действие

deleterious adj – вредный, опасный

eradicate v - уничтожить

glean v – собирать

infraction n – нарушение

outcome n – результата, последствие

rummage v – изучать, тщательно исследовать

sordid adj – корыстный, низкий

     Rootkits considerably raise the level of security-related risk that organizations face, namely by increasing the cost of incidents, increasing the probability of backdoor access, putting organization's machines at risk of becoming part of botnets, and exposing organizations to the risk of confidentiality infractions because of unauthorized capture of information. 

     Although rootkits do not break into systems per se, once they are installed on systems they are (unless they are poorly designed or written) usually extremely difficult to identify. They can reside on compromised systems for months without anyone, the most experienced system administrators included, suspecting that anything is wrong. The cost of security breaches is proportionate to their duration; anything that increases duration escalates incident-related costs. 

     As rootkits usually include backdoors, they substantially raise the probability that even if effective security measures are in place, attackers will gain unauthorized remote access to systems. Because rootkits are so difficult to discover, whoever gains such access can rummage through the contents of files within the compromised system to glean sensitive and other information. The fact that access of this nature is normally with superuser-level privileges means not only that attackers can remotely access systems any time they wish, but also that they have complete control to do anything that they want with each system that they access in this manner. 

     Rootkits often run in connection with botnets. A bot is a malicious executable that is under the control of a master program used by an attacker to achieve a variety of malicious goals. A botnet is comprised of multiple bots that respond to a central source of control. Botnets may be used for numerous sordid purposes; one of the worst is distributed denial of service (DDoS) attacks. Some rootkits function as bots within massive botnets that if not detected can produce deleterious outcomes. If bots are discovered early enough, they can be eradicated without their having had sufficient time to accomplish their goals, but rootkits are normally extremely hard to find, reducing the probability of discovering and deleting bots before they can do their sordid deeds. 
     Another area of risk that rootkits can introduce is having sensitive information such as credit card numbers and personal identification numbers (PINs) used in banking transactions captured by keystroke and terminal loggers that are part of rootkits. Keystroke loggers capture every character entered on a system, whereas terminal loggers, which pose even greater risk than do keystroke loggers, capture all input and output, not just keystrokes. Keystroke and terminal loggers are often used in connection with identity theft. Additionally, keystroke and terminal loggers are frequently used to steal logon credentials, thereby enabling successful attacks on systems on which the credentials are used. Keystroke and terminal loggers can also glean encryption keys, thereby enabling successful cryptanalysis attacks that result in the ability to decrypt encrypted information. 

Rootkit Prevention

     Prevention is the best cure; adopting measures that prevent rootkits from being installed is far better than having to detect and eradicate them after they are installed. In a way the term "rootkit prevention" does not make sense, however, because rootkit installation is something that occurs after a system is compromised at the superuser level. The one essential element in preventing rootkits from being installed, therefore, is keeping systems from being compromised in the first place. Some measures that accomplish this goal include using prophylactic measures, running software that detects and eradicates rootkits, patch management, configuring systems appropriately, adhering to the least privilege principle, using firewalls, using strong authentication, practicing good security maintenance, and limiting compilers. 

Task 19. Translate the following word combinations:

     А именно; сами по себе (непосредственно); если не; пробелы в защите; эффективные меры безопасности; сложно обнаружить; изучить содержимое файлов; собирать важную информацию; вредоносные цели; многочисленные корыстные цели; опасные последствия; намного лучше; в первую очередь.

Task 20. What do the following abbreviations stand for?

     DDoS, PIN, SSH, IDS, IPS, i.e., e.g. 
Task 21.  Answer the questions:

1. Why are rootkits extremely difficult to identify?

2. What does the cost of security breaches depend on?

3. What is a bot?

4. What may botnets be used for?

5. What is another area of risk that rootkits can introduce?

6. What measures can be taken to prevent rootkits from being installed?

Task 22.  Speak about the malware threat problem and main approaches to dealing with it 
Task 23. Define the type of Conditional Sentences and translate them correctly:

1. All the measures previously mentioned will do no good unless systems are kept up to date and properly maintained.

2. If we do not take care to construct passwords in a secure manner, they can be easily cracked by an attacker.

3. If we use the same eight-character password but use both upper- and lowercase letters, it will take the password cracker around six days to break the password.

4. If we have sufficiently planned and prepared in advance, we should be able to easily protect our data from any disaster that is not global in scale. If we do not prepare for such an issue, we can very easily lose our data permanently.
5. If we evenly apply the same level of security to everything, we may be overprotecting some things that are not of high value and underprotecting things of much greater value.

6. If the physical security at the location where such data rests is weak, an attacker might be able to simply enter the building and steal a laptop, paper documentation, flash drive, or disk from a server and walk right out with the data.

7. If systems and network devices were up-to-date with respect to patches, attackers would be unable to exploit vulnerabilities and thus could not install rootkits.

8. If they did not have rigid security measures in place, and they did not continuously evaluate them in order to find weaknesses, their businesses would quickly fail.

9. If we were not able to utilize encryption to protect the information we send over such channels, many of the Internet-based activities we enjoy today would be carried out at a much greater risk than they are carried out presently.

10. If we were to be audited by an outside agency—the Business Software Alliance (BSA), for instance—and we were found to be running large quantities of unlicensed software, the financial penalties could be severe indeed.

11. If our logical controls were implemented properly and were successful, an attacker or unauthorized user could not access our applications and data without subverting the controls that we had in place.

12. Had the organization taken the necessary steps to protect its data by encrypting it, it would not have had such a large security incident.

                                            UNIT 3

 Task 1. Read and translate the text using Essential Vocabulary:   
       Text 3A.  Expanded Top Ten Big Data Security and Privacy Challenges

Essential Vocabulary

acquisition n - сбор (данных), извлечение (информации)

challenge n – проблема, задача

commodity n - продукт массового спроса

compile v – составлять

dissemination n – распространение

diversity n – разнообразие

draft v – составить

end-point input – конечная точка доступа

fortify v - укреплять

granular adj – поэтапный, детальный

heterogeneous adj - неоднородный

hosting n – размещение, хостинг

inter-cloud – межоблачная

leverage v – по-новому применять

magnify v – усиливать, увеличивать

mining n – выборка, извлечение

necessitate v – делать необходимым, неизбежно влечь за собой

provenance n – происхождение

scalable adj – масштабируемый

streaming adj - потоковый

     Security and privacy issues are magnified by the velocity, volume, and variety of Big Data. Therefore, traditional security mechanisms are inadequate. We highlight the top ten Big Data security and privacy challenges, which will motivate increased focus on fortifying Big Data infrastructures.

The term “Big Data” refers to the massive amounts of digital information companies and governments collect about human beings and our environment. The amount of data generated is expected to double every two years, from 2500 exabytes in 2013 to 40,000 exabytes in 2020. Large-scale cloud infrastructures, diversity of data sources and formats, the streaming nature of data acquisition and high volume inter-cloud migration all create unique security vulnerabilities. 

It is not merely the existence of large amounts of data that is creating new security challenges. Big Data has been collected and utilized by many organizations for several decades. The current use of Big Data is novel because organizations of all sizes now have access to Big Data and the means to employ it. In the past, Big Data was limited to very large organizations such as governments and large enterprises that could afford to create and own the infrastructure necessary for hosting and mining large amounts of data. These infrastructures were typically proprietary and were isolated from general networks. Today, Big Data is cheaply and easily accessible to organizations large and small through public cloud infrastructure. Software infrastructures such as Hadoop enable developers to easily leverage thousands of computing nodes to perform data-parallel computing. Combined with the ability to buy computing power on-demand from public cloud providers, such developments greatly accelerate the adoption of Big Data mining methodologies. As a result, new security challenges have arisen from the coupling of Big Data with public cloud environments characterized by heterogeneous compositions of commodity hardware with commodity operating systems, and commodity software infrastructures for storing and computing on data. 

As Big Data expands through streaming cloud technology, traditional security mechanisms tailored to securing small-scale, static data on firewalled and semi-isolated networks are inadequate. 

Streaming data demands ultra-fast response times from security and privacy solutions.

The main purpose is to highlight the top ten Big Data security and privacy challenges according to practitioners. To do so, the working group utilized a three-step process to arrive at the top challenges in Big Data:

1. The working group interviewed Cloud Security Alliance (CSA) members and surveyed security-practitioner oriented journals to draft an initial list of high priority security and privacy problems.

2. The working group studied published solutions.

3. The working group characterized a problem as a challenge if the proposed solution did not cover the problem scenarios.

Based on this three-step process, the working group compiled the top ten challenges to Big Data security and privacy:

1. Secure computations in distributed frameworks.

2. Security best practices for non-relational data stores.

3. Secure data storage and transactions logs.

4. End-point input validation/filtering.

5. Real-time security monitoring.

6. Scalable privacy-preserving data mining and analytics.

7. Cryptographically enforced data security.

8. Granular access control.

9. Granular audits.

10. Data provenance.

In order to secure the infrastructure of Big Data systems, the distributed computations and data stores must be secured. To secure the data itself, information dissemination must be privacy-preserving, and sensitive data must be protected through the use of cryptography and granular access control. Managing the enormous volume of data necessitates scalable and distributed solutions for both securing data stores and enabling efficient audits and data provenance. Finally, the streaming data emerging from diverse end-points must be checked for integrity and can be used to perform real time analytics for security incidents to ensure the health of the infrastructure.

Task 2. Translate the following word combinations:

Data acquisition; expanded security and privacy challenges; to fortify Big Data infrastructures; commodity software /hardware; leverage computing nodes; public cloud environments; distributed frameworks; end-point input validation; granular access control; cryptographically enforced data security; data provenance.

Task 3. Answer the questions: 

1. What does the text acquaint us with?

2. What’s the nature of the term “Big Data”?

3. Why are Big Data security and privacy issues magnified?

4. What’s the reason of unique security vulnerabilities connected with Big Data?

5. What can the streaming data emerging from diverse end-points be used for?
Task 4. Render the text:

The text is devoted to …

The introductory part is concerned with …

It is shown that …

The problems of … are outlined 

The author stresses the importance of …

Special attention is paid to …

There are critical reviews on …

Recommendations for … are presented.

Conclusions regarding … are maid.

Task 5. Read and translate the text using Essential Vocabulary: 
                      Text 3B.  Security Issues for Cloud Computing

Essential Vocabulary

adversary n – противник, злоумышленник

augment v – дополнять

assurance n – обеспечение, гарантия

commodity n – продукт массового спроса

concurrency n – многопоточность

contend v – утверждать

enhancement n – расширение технических или функциональных возможностей

fine-grained access – доступ на уровне ролевых структурных единиц

holistic adj – целостный

increment v – увеличивать

load balancing – распределение нагрузки

malware n – вредоносное ПО

mapping n –распределение; преобразование

mapreduce framework n – набор библиотек для разработки

paradigm n – пример, образец, парадигма

query v – подвергать сомнению; проверять

reposting n – хранилище

state of the art system –самая современная система

thwart v – разрушать, препятствовать

There is a critical need to securely store, manage, share and analyze massive amounts of complex data to determine patterns and trends in order to improve the quality of healthcare, better safe-guard the nation and explore alternative energy. Because of the critical nature of the applications, it is important that clouds be secure. The major security challenge with clouds is that the owner of the data may not have control of where the data is placed. This is because if one wants to exploit the benefits of using cloud computing, one must also utilize the resource allocation and scheduling provided by clouds. Therefore, we need to safeguard the data in the midst of untrusted processes. The emerging cloud computing model attempts to address the explosive growth of web-connected devices, and handle massive amounts of data. Google has now introduced the MapReduce framework for processing large amounts of data on commodity hardware. Apache’s Hadoop distributed file system (HDFS) is emerging as a superior software component for cloud computing combined with integrated parts such as MapReduce. The need to augment human reasoning, interpreting, and decision-making abilities has resulted in the emergence of the Semantic Web, which is an initiative that attempts to transform the web from its current, merely human-readable form, to a machine-processable form. This in turn has resulted in numerous social networking sites with massive amounts of data to be shared and managed. Therefore, we urgently need a system that can scale to handle a large number of sites and process massive amounts of data. However, state of the art systems utilizing HDFS and MapReduce are not sufficient due to the fact that they do not provide adequate security mechanisms to protect sensitive data.

We are conducting research on secure cloud computing. Due to the extensive complexity of the cloud, we contend that it will be difficult to provide a holistic solution to securing the cloud, at present. Therefore, our goal is to make increment enhancements to securing the cloud that will ultimately result in a secure cloud. In particular, we are developing a secure cloud consisting of hardware (includes 800TB of data storage on a mechanical disk drive, 2400 GB of memory and several commodity computers), software (includes Hadoop) and data (includes a semantic web data repository). Our cloud system will: (a) support efficient storage of encrypted sensitive data, (b) store, manage and query massive amounts of data, (c) support fine-grained access control and (d) support strong authentication.

There are numerous security issues for cloud computing as it encompasses many technologies including networks, databases, operating systems, virtualization, resource scheduling, transaction management, load balancing, concurrency control and memory management. Therefore, security issues for many of these systems and technologies are applicable to cloud computing. For example, the network that interconnects the systems in a cloud has to be secure. Furthermore, virtualization paradigm in cloud computing results in several security concerns. For example, mapping the virtual machines to the physical machines has to be carried out securely. Data security involves encrypting the data as well as ensuring that appropriate policies are enforced for data sharing. In addition, resource allocation and memory management algorithms have to be secure. Finally, data mining techniques may be applicable to malware detection in clouds.

There are several other security challenges including security aspects of virtualization. We believe that due to the complexity of the cloud, it will be difficult to achieve end-to-end security. However, the challenge we have is to ensure more secure operations even if some parts of the cloud fail. For many applications, we not only need information assurance but also mission assurance. Therefore, even if an adversary has entered the system, the objective is to thwart the adversary so that the enterprise has time to carry out the mission. As such, building trust applications from untrusted components will be a major aspect with respect to cloud security.

Task 6. Translate the following word combinations:

Commodity hardware/software; to make increment enhancements; web data repository; to query massive amounts of data; concurrency control; virtualization paradigm; mission assurance; to thwart the adversary

Task 7. Answer the questions:
1. What’s this text about?
2. What’s the major security challenge with clouds?

3. How can you characterize the Apache’s Hadoop distributed file system?

4. What possibilities will the secure cloud computing system have?

5. Cloud computing is one of the most perspective technologies, but it has numerous security issues. What’s the reason?
Task 8. Render the text
Task 9. Read and translate the text using Essential Vocabulary: 

                   Text 3C.  Third Party Secure Data Publication Applied to Cloud

Essential Vocabulary

amount v - составлять, приравниваться

authenticity n-подлинность, достоверность

children n-потомки

security policy framework-базовое средство разработки политики безопасности

grade n - уровень; степень; качество

grant v-давать, наделять

Merkle signature - подпись с использованием определенного алгоритма

outsourcing n-передача данных третьим лицам, аутсорсинг

propagate v - распространяться, передаваться

relevant adj - подходящий, соответствующий

root n-администратор

subscribe v-подписывать

XML(extensible Markup language) - расширенный язык разметки

Cloud computing facilitates storage of data at a remote site to maximize resource utilization. As a result, it is critical that this data be protected and only given to authorized individuals. This essentially amounts to secure third party publication of data that is necessary for data outsourcing, as well as external publications. We have developed techniques for third party publication of data in a secure manner. We assume that the data is represented as an XML document. This is a valid assumption as many of the documents on the web are now represented as XML documents.

In the access control framework security policy is specified depending on user roles and credentials. Users must possess the credentials to access XML documents. The credentials depend on their roles. For example, a professor has access to all of the details of students while a secretary only has access to administrative information. XML specifications are used to specify the security policies. Access is granted for an entire XML document or portions of the document. Under certain conditions, access control may be propagated down the XML tree.

For example, if access is granted to the root, it does not necessarily mean access is granted to all the children. One may grant access to the XML schema and not to the document instances. One may grant access to certain portions of the document. For example, a professor does not have access to the medical information of students while he has access to student grade and academic information. Design of a system for enforcing access control policies is also described. Essentially, the goal is to use a form of view modification so that the user is authorized to see the XML views as specified by the policies. More research needs to be done on role-based access control for XML and the semantic web.

We discuss the secure publication of XML documents. The idea is to have untrusted third party publishers. The owner of a document specifies access control polices for the subjects. Subjects get the policies from the owner when they subscribe to a document. The owner sends the documents to the Publisher. When the subject requests a document, the publisher will apply the policies relevant to the subject and give portions of the documents to the subject. Now, since the publisher is untrusted, it may give false information to the subject. Therefore, the owner will encrypt various combinations of documents and policies with his/her private key. Using Merkle signature and the encryption techniques, the subject can verify the authenticity and completeness of the document.

In the cloud environment, the third party publisher is the machine that stored the sensitive data in the cloud. This data has to be protected and the techniques we have discussed above have to be applied to that authenticity and completeness can be maintained.

Task 10. Translate the following word combinations:

To maximize resource utilization; this amounts to secure third party publication; valid assumption; third party publication; student grade; subscribe to a document
Task 11. Answer the questions:
1. What does this article deal with?

2. How can we facilitate storage of data at a remote site to maximize resource utilization?

3. What's the way of XML documents secure publication?

4. What can be verified by using Merkle signature and the encryption techniques?

Task 12. Render the text
Task 13. Read and translate the text using Essential Vocabulary: 

                   Text 3D.  Encrypted Data Storage for Cloud

Essential Vocabulary

alleviate v – облегчить; уменьшить
co-processor n – сопроцессор
disclosing – обнаружение

embed v – распространение; выделение

feasible adj – осуществимый

handle v – обрабатывать

random private keys – произвольные закрытые/ частные ключи

reside v – находиться

shell n – оболочка операционной системы

snapshot n – снимок; снятие

tampering n – искажение

tamper resistant adj – защищённый от несанкционированного доступа

tempt v - испытывать
Since data in the cloud will be placed anywhere, it is important that the data is encrypted. We are using secure co-processor as part of the cloud infrastructure to enable efficient encrypted storage of sensitive data. One could ask us the question: why not implement your software on hardware provided by current cloud computing systems such as Open Cirrus? We have explored this option. First, Open Cirrus provides limited access based on their economic model. Furthermore, Open Cirrus does not provide the hardware support we need (e.g., secure co-processors). By embedding a secure co-processor (SCP) into the cloud infrastructure, the system can handle encrypted data efficiently.

Basically, SCP is a tamper-resistant hardware capable of limited general-purpose computation. For example, IBM 4758 Cryptographic Coprocessor (IBM) is a single-board computer consisting of a CPU, memory and special-purpose cryptographic hardware contained in a tamper-resistant shell, certified to level 4 under FIPS PUB 140-1. When installed on the server, it is capable of performing local computations that are completely hidden from the server. If tampering is detected, then the secure co-processor clears the internal memory. Since the secure coprocessor is tamper-resistant, one could be tempted to run the entire sensitive data storage server on the secure co-processor. Pushing the entire data storage functionality into a secure co-processor is not feasible due to many reasons.

First of all, due to the tamper-resistant shell, secure co-processors have usually limited memory and computational power. Performance will improve over time, but problems such as heat dissipation/power use will force a gap between general purposes and secure computing. Another issue is that the software running on the SCP must be totally trusted and verified. This security requirement implies that the software running on the SCP should be kept as simple as possible. So how does this hardware help in storing large sensitive data sets? We can encrypt the sensitive data sets using random private keys and to alleviate the risk of key disclosure, we can use tamper-resistant hardware to store some of the encryption/decryption keys (i.e., a master key that encrypts all other keys). Since the keys will not reside in memory unencrypted at any time, an attacker cannot learn the keys by taking the snapshot of the system. Also, any attempt by the attacker to take control of (or tamper with) the co-processor, either through software or physically, will clear the co-processor, thus eliminating a way to decrypt any sensitive information. This framework will facilitate (a) secure data storage and (b) assured information sharing.

Task 14. Translate the following word combinations:

To handle data; tampering of data; tamper-resistant hardware; heat dissipation; to avoid disclosing process; the snapshot of the system; to assure information sharing.
Task 15. Answer the questions:
1. What problem is discussed in the text?

2. What’s the function of a secure co-processor (scp)?

3. What can be used to store some of the encryption/decryption keys?

4. What can attacker attempt to take control of the co-processor evoke?

Task 16. Render the text
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